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1 Introduction

SecureAge SecureAPlus combines application whitelisting and antivirus components to protect your
computer from known and unknown malware more effectively. It scans and removes known malware
like viruses, Trojan Horses and worms just like any other conventional antivirus — but better. It does
what other conventional antivirus cannot do — it can block any new and advanced malware regardless
of how they try to evade detection. It even alerts you when risky programs are attempting to run to
prevent any accidental installation that potentially can harm your computer. Hence, SecureAge
SecureAPlus is the next generation antivirus that truly protects your computer without taking any

chance.

This guide provides details on the installation of SecureAPlus software. For usage of SecureAPlus
software after installation, please refer to SecureAPlus User Guide.
L7 Note:

» This user guide is published based on standard SecureAPlus package in Windows 7 and

environment.
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2 System Requirements

System requirements for SecureAPlus Beta include:
= 2 GHz Pentium 4 or higher processor
= 1GB of RAM or as recommended by the Windows OS whichever is higher
= 300 MB hard disk free space or more
= Local Hard disk that is formatted with NTFS file system
= Supported Operating Systems:
- Windows XP SP3 and above (32-bit and 64-bit)
- Windows Vista SP2 and above (32-bit and 64-bit)
- Windows 7 Home Basic and above (32-bit and 64-bit)
- Windows 8.1 (32-bit and 64-bit)
- Windows 8 (32-bit and 64-bit)
- Windows Server 2003 R2 SP1 and above (32-bit and 64-bit)
- Windows Server 2008 SP1 and above (32-bit and 64-bit)
- Windows Server 2008 R2 and above (64-bit)
- Windows Server 2012 (64-bit)
- Windows Server R2 2012 (64-bit)

= Display Size Settings (DPI) of 100% and >=125%
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3 Installing SecureAPlus
Before installation of SecureAPlus software, it is recommended that you close all applications as

SecureAPlus software will require rebooting of machine at the end of installation process in order to

have all the features working properly.

" Note:

Bk SecureAPlus software installation requires administrator privileges.

» The following steps is based on full installation of SecureAPIlus

To install SecureAPlus, follow the steps below:

= Run the SecureAPlus installation file.

E=3 ECx
P - -
bt | J » SA - | ¢f| SearchSA O
Organize v Includein library v = -~ O ':Q'
- Favorites
Bl Desktop
4 Downloads =

=] Recent Places -'

SecureAPlus_Setu
. Libraries p_v3.0.0

3 Documents
J“. Music

le=| Pictures
-~ I -

1 item
i

Certain operating systems will require allowing User Account Control for installing

SecureAPIlus software. Click Yes to run setup for SecureAPlus software, otherwise click No.
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@' User Account Control @

((j‘] Do you want to allow the following program to make

</ changes to this computer?

ﬁ Program name:  SecurefPlus
Yerified publisher: SecureAge Technology Pte Ltd

File crigin: Hard drive on this computer

(%) Show details [ v J[ N |

Change when these notifications appear

= Inthe License Agreement window, check | Accept the terms of the License Agreement.

Click on Continue button to proceed.

-

%4 SecureAPlus Beta v3.0.0 Setup o] @ /[
License Agreement '
Please review the license terms before installing SecureAPlus Beta v3.0.0, ﬁ

Press Page Down to see the rest of the agreement.

lSECUREAPLUS EMD USER LICENSE AGREEMENT -
(Beta Version) 4

THIS SECUREAFPLUS END WSER LICENSE AGREEMEMNT (“EULA") 15 A LEGALLY
BINDING CONTRACT BETWEEN YOU AND SECUREAGE TECHNOLOGY PTE LTD
[“SECUREAGE"] FOR THE SECUREAPLUS SOFTWARE (“SOFTWARE™), WHICH
INCLUDES ANY UPGRADES OR UPDATES THERETO AS PROVIDED BY SECUREAGE,
AND MAY INCLUDE ASSOCIATED MEDIA, PRINTED MATERIALS, RELATED ™

If you accept the terms of the agreement, dick the check box below. You must accept the
agreement to install SecureAPlus Beta w3.0.0.

[]1 accept the terms of the License Agreement

Securefge Technology

Continue Cancel
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%' SecureAPlus Beta v3.0.0 Setup o] @ |5
License Agreement
Please review the license terms before installing SecureaPlus Beta v3.0.0. ﬁ

Press Page Down to see the rest of the agreement.

SECUREAPLUS END USER LICENSE AGREEMENT |
(Beta Version) 8

THIS SECUREAPLUS EMD WUSER LICENSE AGREEMENT (“EULA") 1S A LEGALLY
BINDING CONTRACT BETWEEN YOU AND SECUREAGE TECHMOLOGY PTE LTD
[“SECUREAGE"] FOR THE SECUREAPLUS SOFTWARE (“SOFTWARE™), WHICH
INCLUDES ANY UPGRADES OR UPDATES THERETO AS PROVIDED BY SECUREAGE,
AND  MAY INCLUDE ASSOCIATED MEDIA, PRINTED MATERIALS, RELATED ™

If you accept the terms of the agreement, dick the chedk box below. You must accept the
agreement to install SecureAPlus Beta w3.0.0.

[¥]1 accept the terms of the License Agreement

Continue ] [ Cancel
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= SecureAPlus installation will start.

¥ SecureAPlus Beta v3.0.0 Setup

Installing
Please wait while SecureAPlus Beta v3.0.0 is being installed.

Extract: saappctl.inf... 100%

Extract: SATrustChe.dll... 100%:

Extract: Application Whitelisting.exe... 100%:
Extract: Process Protector.exe.., 100%
Extract: saappsvc.exe... 100%

Extract: sanotifier.exe... 100%

Extract: SearchSve.exe... 100%

Extract: saappct.sys... 100%:

Extract: FinishInstallation. exe... 100%:
Extract: SASystemScan.exe

m

1

Securefae Technology

< Back

Close

Cancel
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= (This step will not appear if your machine is a clean machine without SecureAPlus installed

previously.)

If the machine has SecureAPlus files already being installed previously, it will prompt to
reboot when installation completes, select Yes to restart your computer. Otherwise, select No

and reboot later.

¥ SecurefPlus Beta v3.0.0 Setup | = |

Installation Complete
Setup was completed successfully. ﬁ

Completed

( |

¥ SecureAPlus Beta v3.0.0 Setup . )

4% Your com puter needs to be restarted for the new updates to take effect.
WY Do youwant to reboot the systern now?

e | ’ Mo

L A
I |

Securefge Technalogy

< Back Cancel
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= Upon completion of SecureAPIlus installation, the SecureAPlus successful installed message

window will be displayed as shown below:

S~ .
~ SecureAPlus Installation

You have installed SecureAPlus successfully.
J | The full system scanning will commence after you click on next button.

U This may take a few hours but it is a necessary step to ensure a complete
protection of your computer against crafty malware.

= Click on Next >>.
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G// Note:

» For users using the small SecureAPlus installer, they are able to select the features of

SecureAPlus during installation.

@ SecureAPlus Instal

Choose Components @
Choose which features of SecureAPlus you want to install

Installation of antivirus component is optional. Unchedk it if you do not wish to install.

Application Whitelisting

Securefge Technology

[ Mext i [ Cancel

» If user uncheck Antivirus, the dialog with initial whitelisting will appear after installation.

» If user chooses the full installation, the dialog with full system scanning will appear after

installation.
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= The full system scan will start and the SecureAPlus icon will also appear in the taskbar as

shown below.

F o )
= SecureAPlus Full System Scan

Full System Scanning is in progress...

You can continue working on your computer even while this process is
running. If you shut down your computer, this process will resume
automatically upon your next reboot.

c\windows\assembly\nativeimages_v2.0.50727_32\system speech\6935eldadeecSde2 1658f8d38999099 ..

(—

Scanning Options » Slow Normal Fast Pause

SecureAPlus Application Whitelisting
allows only trusted programs to run on your
computer and blocks those programs that seem

suspicious.

Surf App

= Click on Surf App and it will direct you to the SecureAPlus main console.

Copyright © SecureAge Technology Pte Ltd. All rights reserved.
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= Alternatively, click on the SecureAPlus icon, the SecureAPlus Main Console will launch. Click

on Settings icon. The SecureAPlus Settings window will appear.

= Then navigate to Application Whitelisting on the left menu and click on the Launch
Application Whitelisting Settings button. When the Application Settings window appears,

click on the Status tab.

e
= SecureAPlus v3.0.0

Interactive Mode

(B You will be prompted whether to trust
i and run a program that is not found in
the trusted list.
- : Change Mode »

Fully Protected N

o Security Features: Running Complete Quarantine

Software Update: i -
Last Complete Scan: Never & HIStOI"V

ore detal w % Referral
ore details » A0

Enter license code

H-Stare ‘ Account AAbuut

Copyright © SecureAge Technology Pte Ltd. All rights reserved.
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* You should see that it is doing its initial system scan. (This is not applicable to subsequent
software update.) It runs in the background so it will not affect the user and can use it as per

normal.

Application Whitelisting E=REEN X

| General | Restricted Applications | Trusted Certficate | Script | Status |
Initial full system scan: I progress..
Application whitelisting service: Running.
Application whitelisting driver: Rurning.
QK ] [ Cancel Applhy

<" Note:

» During initial installation, Application Whitelisting will do a full system scan on the system
to whitelist the files and creates a whitelist database file at the end. It will use this whitelist

file to check whether the files are trusted or not.

» The Application Whitelisting feature will immediately kicks in right after installation, so
even while it is still doing the initial system scan, Application Whitelisting will start to

prompt when a new file or application is being executed.
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The speed of the full system scan can be adjust to slow, normal or fast by selecting it under
Scanning Options via the SecureAPlus Full System Scan window as shown below (default

is Normal speed):

.
= SecureAPlus Full System Scan

Full System Scanning is in progress...

You can continug working on your computer even while this process is
running, if you shut down your computer, this process will resumae
artomatically upon your next reboot

cywindows\assembly\nativeimapes_vZ 0.50727_3I\system speech\G035e1dnd GecSdel 1658843890909,
-

Scanning Options  » Show Fast

SecureAPlus Application Whitelisting
allows only trusted programs to run on your
computer and blocks those programs that seem

suspicious.

Surf App

-
5 SecureAPlus Full System Scan

Full System Scanning is in progress...

You can continue working on your computer even while this process is

A -
~ SecureAPlus Scanning Speed

The scanning speed is adjusted to Fast.
Change the current scanning speed at “Scanning Options”

menu.

Copyright © SecureAge Technology Pte Ltd. All rights reserved.
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If the Pause button is being clicked, you can choose to pause it for 5 minutes or 1 hour or

until the machine reboot by selecting it under Pause Scanning via the Pausing

SecureAPlus Full System Scan window as shown below:

ﬂ
~ SecureAPlus Full System Scan

Full System Scanning is in progress...

You can continue working an your computer even while this process is

~ o .
% Pausing SecureAPlus Full System Scan

@ Pause Scanning »  forSmins  for 1hr  until reboot

Warning: Please note that your computer will be protected enly
after the Full System Scan is complated.

Do you wish to continue ?

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 14
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= It will show the current status of the pause as shown below:

H
~ SecureAPlus Full System Scan

Full System Scanning is in progress...

You can continue working on your computer even while this process is
running. If you shut down your computer, this process will resume
automatically upon your next reboot.

Resume in 4 minute{s] and 58 second(s).

Speed Options . Slow Normal Fast Resume

Besides known viruses, SecureAPlus also
protects your computer from advanced
malware that attempts to install on your
computer stealthily.

Surf App

&; Note:

» The full system scanning will continue after the countdown time is up.

» It will also resume when the machine reboots halfway during full system scanning.
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= Click on Resume and the full system scanning will resume from where it last stops.

'“7, SecureAPlus Full System Scan

Initial Whitelisting is in progress...

You can continue working on your computer even while this process is
running. If you shut down your computer, this process will resume
automatically upon your next reboot

Resume in 4 minute{s) and 58 second(s).

Speed Options > Slow Normal Fast Resume I

Besides known viruses, SecureAPlus also
protects your computer from advanced
malware that attempts to install on your
computer stealthily.

Surf App

o
+ SecureAPlus Full System Scan

Initial Whitelisting is in progress...

You can continue working on your computer even while this prooess is
running. If you shut down your compauter, this process will resumse
automatically upon your next reboot.

ciwindows\winsus\x86_microsoft-windgws-m. s-components-jetvba_3 1038560036435 6.1, 7600, 16385...

Speed Options » Show Mormal Fast Pause

—

SecureAPlus provides multi-layer of defense.

Universal AV + Application Whitelisting + Antivirus

Surf App

Copyright © SecureAge Technology Pte Ltd. All rights reserved.
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= The SecureAPlus software is ready for use.

-~
~ SecureAPlus v3.0.0

Interactive Mode

You will be prompted whether to trust
and run a program that is not found in

the trusted list.
- = Change Mode »

Fully Protected

o Security Features: Running -
Complete
o Software Update: Up-to-date i P Quar.antlne
Last Complete Scan: 2014/07/04 & History

ore detat +w @ Referral
ore aetails » Help

Enter license code

Ig‘_srwre ‘ Account Anbuut

When the full system scan is completed, it will show the following message:

o
= SecureAPlus Full System Scan

SecureAPlus Full System Scan is complete.

Your computer is now fully protected.

Open SecureAPlus

Click on Open SecureAPlus button to launch the SecureAPlus Main Console. Otherwise,
click on X on the top right corner of the window to close it.
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= After the Universal AV detailed scanning is completed, the following message will be shown if
there is no threat detected. Click on Surf App >> to navigate to the SecureAPlus Main
Console, otherwise you can click on X located on the top right corner to close the pop up

window.

™

~ SecureAPlus

Good news!

./ Nothreats are found on
your computer,

Surf App >>

= Else if virus is detected by the Universal AV during initial scanning, the alert as shown will pop
up. Click on More details >> to view the threats details, otherwise you can click on X located

on the top right corner to close the pop up window.

)

= SecureAPlus

Virus Alert!

Threats are detected on
your computer!

More details >>

'5// Note:

» The Universal AV will continuously scan the machine using multiples antivirus
engines in the cloud server. This will increase the accuracy of detection and within
the fastest time possible.

> As real-time scanning is being done in the cloud server instead of locally, this will

not cause your machine to slow down at all.

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 18
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= The details of the threats will be shown if More details >> in the previous step is being

clicked.

SecureAge UniversalAV. 0

SecureAge

Threat detected!

If the file is detected by only 1 AY engine, there is a high chance itis not a virus (false positive],

The following files are detected as malware:

File name

[7] D:\setup\Cameyo\Cameyo.exe

[ D:\setupVavaJavasSetup7us.exe
D:\Setup\exFlorWe_1.0\exFlorwd_setup.exe
[7] Dr\setup\winToFlashinovicorp wintoflash 0.7....
[ p\setup\shadow Defender\SD1.3.0.457_Set...
[7] Dr\setup\antivirus\Baidu\BavProFul_Setup.exe
[7] Dr\setup\orbit Downloader\Orbitsetup4. 1.18...
[7] Dr\setup\yirus\test-av42917.exe

Result

winpe/Suspidous_Gen.. .
winpe/Suspidous_Gen...
winpe/Suspicious_Gen. ..

Suspicious
TR /Dldr .Banload. bijg

Exploit. HTML.Mht (Mo...
Win.PUA.NetTool.Gus...

Adware, Agent.MVD

Detected by Status

Morman

Morman

ClamWin, Morman Error con
QuickHeal

Avira

QuickHeal

Clamwin

Emsisoft, BitDefender

4 1

| r

-

[Quaranﬁne ] [ Delete ] [ Ignore ] [ Select all ] l Unselect Al ]

e —

Copyright © SecureAge Technology Pte Ltd. All rights reserved.
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4

Installing Application Whitelisting with Whitelist Gold Image

This is for users who already have Application Whitelisting installed on exactly identical machines.
Users are able to install SecureAPlus without having the need to whitelist the entire disks again

after installation is done.

To install with a whitelist gold image instead, follow the steps below:

= With Application Whitelisting installed, there is a sawhitelist.dat settings file which can be
exported from the Application Whitelisting Settings (Refer to SecureAPlus User Guide,

Section 7.2 - General Settings, Export whitelist to a file)

Application Whitelisting i S|

General | Restricted Applications | Trusted Certificate | Seript | Status |

Trust by digital signature i the file is not in the whitelist.
if this option is selected, the file that has a valid digital signature will be allowed to launch as
a trusted installer.

(71 Trust the cerfficate as long as it is trusted by the O5.

@ The cerificate name has to be in the trusted cerfficate list.

(71 The cerficate name and thumbprirt have to be in the trusted cedfficate list.
[] Observation mode. This mode is a leaming mode.

Application that is supposed to be blocked will be written to the log instead.
Log file: C:\ProgramData*Securefge Technology'.SecureAgeogwhitelist log

[ Export whitelist to afile... ] Import whitelist from a file. .. ] [ Wiew log

[ OK ][ Cancel ] Apply

Copyright © SecureAge Technology Pte Ltd. All rights reserved.
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= Do retain the filename and file extension as it is by default (sawhitelist.dat).

| @ save As u
Uu |- Desktop » - |‘f | | Search Desktop 0 |
Organize w Mew folder == - (7]

S

w0 Favorites i i Libraries e
PR Desktop J I || System Folder

m

©
=1l Recent Places

& Downloads
sijie
& Systern Folder

= Libraries N 4
@ . | Computer
Documents .| Systern Folder
J? Music
[ Pictures p ') . Metwork
B Videos f Systern Folder
File name: -
Save as type: [Application whitelisting database (*.dat) v]
“ Hide Folders [ Save ] [ Cancel ]

=  Place this file in the same location as SecureAPlus installer file. So when the SecureAPlus

installation starts, it will use the exported sawhitelist.dat file as the initial whitelist database.

= Run the installer executable file to proceed with installation.

= | B |-

GQ |"'SA '|¢f||555r':h5.ﬂ. )

Organize = Include in library = Share with - » = « [ 1@

i Favorites B fs
Bl Desktop
& Downloads =

;
= Recent Places

S

_ sawhitelist.dat SecurefPlus5etu
=3l Libraries pv301

@ Documents
J7 Music

[ Pictures
= IR g

, 2 items
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= When prompted to confirm import whitelist database, click on Yes to use the exported

sawhitelist.dat file (located in same location as the installer file) as the initial whitelist database.

¥ SecurefPlus v3.0.1 Setup | = |

Installing
Please wait while SecureAPlus v3.0.1is being installed, i

Qutput folder: C:\Program FilesSecureAgeiWhitelist
.
Output ﬂ ¥ SecureAPlus v3.0.1 Setup

R
o e

Do you want to import whitelist database?
k- A

= I w

Securefge Technalogy

< Back Close Cancel
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5 Silent Installation of SecureAPlus

For silent installation of SecureAPlus, please follow the steps below:
= Execute this command in the command line:

<SecureAPlus installer filename> <space> /S

= User may need to reboot the machine if it is performing an update.

Copyright © SecureAge Technology Pte Ltd. All rights reserved.
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6 SecureAPlus Mass Installation
Create an autoconf.ini file and enter the following into the file:

[SecureAPlus]
LicenseCode = A12345-B12345-C12356-D12345-01

ﬁ autoconf.ni - Motepad
File Edit Format View Help

[secureaPlus]
LicenseCode = A12345-B12345-C12356-D12345-01

Place the autoconf.ini file in the exact same location as the SecureAPlus installer.
The SecureAPlus installer will use the license code stated in the autoconf.ini file.

=% ECh ==

- |+ Search Install |
+

”C)Q | L » Install

Organize * Include in library =

Share with + Burn = « [ .@.

s

W Favorites

Pl Desktop Ly

& Downloads ‘.f( " 1

ok v

e

auteconf.ini SecureAPlusSetu
p_v3.3d.exe

m

U E:
=il Recent Places

. Libraries
3 Documents | &
J‘- Music
= Pictures

E Videos

2 items

.

&7 Note:

» This section is for doing mass installations of SecureAPlus Premium using a single license

code.
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Contact Us

For more information, please feel free to contact us.

SecureAge Technology Pte Ltd
3, Fusionopolis Way

#05-21, Symbiosis

Singapore 138633

Tel: (65) 6873 3710

Fax: (65) 6234 4992

Email: contactus@secureage.com

URL: http://www.secureage.com

Copyright © SecureAge Technology Pte Ltd. All rights reserved.
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